CS 70 Discrete Mathematics and Proloa]oility Theory
Spring 2019 Satish Rao and Babak Ayazifar HW 5

Due: March 1, 2019 at 10 PM

Sundry

Before you start your homework, state briefly how you worked on it. Who else did you work with?
List names and email addresses. (In case of homework party, you can just describe the group.)

1 Squared RSA

(a) Prove the identity a?P—1) =1 (mod p?), where a is coprime to p, and p is prime. (Hint: Try
to mimic the proof of Fermat’s Little Theorem from the notes.)

(b) Now consider the RSA scheme: the public key is (N = pzqz,e) for primes p and ¢, with e
relatively prime to p(p — 1)g(qg —1). The private key is d = e~! (mod p(p — 1)q(qg —1)).

Prove that the scheme is correct for x relatively prime to both p and ¢, i.e. x¢ = x (mod N).

(c) Prove that this scheme is at least as hard to break as normal RSA; that is, prove that if this
scheme can be broken, normal RSA can be as well. We consider RSA to be broken if knowing
pq allows you to deduce (p —1)(g —1). We consider squared RSA to be broken if knowing
p?q? allows you to deduce p(p —1)g(g—1).

2 Breaking RSA

Eve is not convinced she needs to factor N = pq in order to break RSA. She argues: "All I need to
know is (p—1)(g—1)... then I can find d as the inverse of e mod (p — 1)(¢ — 1). This should be
easier than factoring N." Prove Eve wrong, by showing that if she knows (p —1)(¢ — 1), she can
easily factor N (thus showing finding (p — 1)(¢ — 1) is at least as hard as factoring N). Assume
Eve has a friend Wolfram, who can easily return the roots of polynomials over R (this is, in fact,
easy).
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3 Polynomia] Practice

(a) If f and g are non-zero real polynomials, how many roots do the following polynomials have
at least? How many can they have at most? (Your answer may depend on the degrees of f and

g
@ f+g
(i) f-g
(iii) f/g, assuming that f/g is a polynomial
(b) Now let f and g be polynomials over GF(p).
(i) We say a polynomial f = 0 if
Va, f(x) = 0
If f-g =0, is it true that either f =0 or g =07?

(ii) If deg f > p, show that there exists a polynomial & with degh < p such that f(x) = h(x)
forallx € {0,1,....p—1}.

(iii) How many f of degree exactly d < p are there such that f(0) = a for some fixed a €
{0,1,...,p—1}?

(c) Find a polynomial f over GF(5) that satisfies f(0) = 1, f(2) =2, f(4) = 0. How many such
polynomials are there?

4 0Old secrets, new secrets

In order to share a secret number s, Alice distributed the values (1, p(1)),(2,p(2)),...,(n+1,p(n+1))
of a degree n polynomial p with her friends Boby,...,Bob,; ;. As usual, she chose p such that
p(0) = 5. Bob; through Bob,, ;| now gather to jointly discover the secret. Suppose that for some
reason Bob; already knows s, and wants to play a joke on Bobs,...,Bob, 1, making them believe
that the secret is in fact some fixed s’ # s. How could he achieve this? In other words, what value
should he report in order to make the others believe that the secret is s'?
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